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Overview 

1. Threat landscape 
2. Understanding Data Security and Data Privacy  
3. Recognizing Key Legal Issues 
4. Strategies for Avoiding Liability and Protecting Data 
5. jh 
 
 
 
 



3 1.  
Threat Landscape 

https://cybermap.kaspersky.com/ 
 

https://cybermap.kaspersky.com/


4 What is vulnerable? 
 



5 Kate’s Dream House 
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http://www.cnn.com/2016/02/11/politics/ukraine-power-grid-attack-russia-us/index.html   

http://www.cnn.com/2016/02/11/politics/ukraine-power-grid-attack-russia-us/index.html
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http://www.rollcall.com/news/opinion/attack-electrical-grid-collapse-economy  

http://www.rollcall.com/news/opinion/attack-electrical-grid-collapse-economy
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http://finance.yahoo.com/news/tech-hacking-spree-facebook-twitter-000000488.html  
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http://jacksonville.com/news/crime/2015-05-14/story/fbi-investigating-porn-display-electronic-billboard-atlanta#  

http://jacksonville.com/news/crime/2015-05-14/story/fbi-investigating-porn-display-electronic-billboard-atlanta
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http://www.dailymail.co.uk/news/article-2480900/China-spying-KETTLE-Bugs-scan-wi-fi-devices-imported-kitchen-gadgets.html   

http://www.dailymail.co.uk/news/article-2480900/China-spying-KETTLE-Bugs-scan-wi-fi-devices-imported-kitchen-gadgets.html
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http://www.forbes.com/sites/kashmirhill/2014/04/29/baby-monitor-hacker-still-terrorizing-babies-and-their-parents/#4a8872e917e2  

http://www.forbes.com/sites/kashmirhill/2014/04/29/baby-monitor-hacker-still-terrorizing-babies-and-their-parents/#4a8872e917e2
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http://www.vocativ.com/348833/darpa-refrigerator-hackers/    

http://www.vocativ.com/348833/darpa-refrigerator-hackers/
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http://www.nbcchicago.com/investigations/Medical-Devices-Vulnerable-to-Hack-Attacks-277538441.html   

http://www.nbcchicago.com/investigations/Medical-Devices-Vulnerable-to-Hack-Attacks-277538441.html
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https://www.wired.com/2016/08/researchers-hack-big-rig-truck-hijack-accelerator-brakes/  

https://www.wired.com/2016/08/researchers-hack-big-rig-truck-hijack-accelerator-brakes/
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Hackers Remotely Kill a Jeep 
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http://www.popsci.com/   

http://www.popsci.com/
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https://www.ready.gov/cyber-attack 
 

https://www.ready.gov/cyber-attack
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Who is the Enemy? 
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1. Hacktivists, who are politically motivated. 
2. Cybercriminals / Data Thieves, who generally aim to make money 

through the extortion or disclosure of compromised data; 
3. Nation state actors, who are sponsored by a nation state to 

target foreign governments and organizations; 
4. Cyberterrorists, who aim to disrupt or destroy services that are 

critical to a nation, sector or organization’s activities; 
5. “Script Kiddies”, who purchase and use hacking tools and 

malware developed by others. 
 

 

HACKER PROFILES 
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What is at stake? 

Legal risks  
Reputational risks  
Operational risks  
 Investment risks 
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Why is this happening? 

Welcome to the Information Economy. 



23 2.  
Understanding Data Security and Data Privacy  

https://cybermap.kaspersky.com/ 
 

https://cybermap.kaspersky.com/
https://cybermap.kaspersky.com/
https://cybermap.kaspersky.com/
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Data Security vs. Data Privacy 

Data security =  
the confidentiality, 
integrity and availability, 
of data (CIA Triad) 
 

Data privacy =  
the appropriate use of 
data 
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Confidentiality 

Integrity Availability 

THE CIA TRIAD 

SECURE 

Data Security 
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Data Privacy 

 Laws, regulations, guidelines 
 Technology-related contracts 

with third parties 
 Privacy policies, Privacy notices 

and Terms of Use 
 
 



27 Laws, Regulations and Guidelines 
• International 

• EU Privacy Shield 
• APEC Framework 

 

• Federal Laws (enforced by DOJ, FTC, FCC, SEC, EEOC, NLRB) 
• Children’s Privacy (COPPA, CIPA) 
• Consumer Privacy (FTC Act, FCRA, ECPA, CAN-SPAM, VPPA, TCPA, JFPA) 
• Health Privacy (HIPAA, HITECH) 
• Educational Privacy (FERPA) 
• Financial Privacy (GLBA,  Red-Flags Rule) 
• Law Enforcement (USA-Patriot Act, CALEA) 
 

•  State Law 
• Breach Notification Laws - 47 States (Ala, NM, SD),  
• Marketing laws 
• Data Security Laws (SSN, Data destruction) 
• California SB-1 
 

• Guidelines 
• PCI-DSS 
• ISO 27001 

 
https://www.ftc.gov/tips-advice/business-center/privacy-and-security  
    

https://www.ftc.gov/tips-advice/business-center/privacy-and-security
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Technology-Related Contracts with Third-Parties 
• IT outsourcing agreements. 
• Cloud Contracts. 
• Enterprise resource planning (ERP) 

agreements, including infrastructure-as-a-
service (IaaS), platform-as-a-service (PaaS), 
and software-as-a-service (SaaS) systems. 

• Service level agreements Service Level 
Agreements(SLA) and end-user agreements 
(EULA) for SaaS applications. 

• Master Service Agreements. 



29 Privacy Policies, Privacy Notices & Terms of Use 

Privacy Policies govern the 
manner in which Organizations 
collect, use, maintain and 
disclose information collected 
from users of websites or 
applications. 

Terms of Use (a/k/a Terms of 
Service) prescribe the rules users 
must abide by when using a 
particular website or application. 

Privacy Notices are how 
Organizations communicate 
their policies to their users. 



30 3.  
Recognizing Key Legal Issues 

https://cybermap.kaspersky.com/ 
 

https://cybermap.kaspersky.com/
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http://krebsonsecurity.com/2016/07/the-value-of-a-hacked-company/    
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32 Standard Definitions for State Breach Laws 
Breach of Security: The unlawful and unauthorized acquisition of 
personal information that compromises the security, confidentiality, or 
integrity of personal information. 
 

Personal Information: An individual’s first name or first initial and last 
name plus one or more of the following data elements: (i) Social 
Security number, (ii) driver’s license number or state issued ID card 
number, (iii) account number, credit card number or debit card number 
combined with any security code, access code, PIN or password needed 
to access an account and generally applies to computerized data that 
includes personal information. Personal Information shall not include 
publicly available information that is lawfully made available to the 
general public from federal, state or local government records, or 
widely distributed media. In addition, Personal Information shall not 
include publicly available information that is lawfully made available to 
the general public from federal, state, or local government records. 
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State Breach Laws are not Uniform 
Some state breach notification law have the following:  
• A broader definition for “personal information”  
• Triggers upon “access” to PI, rather than “acquisition” of PI 
• Requirements for: 

• A risk of harm analysis; 
• Notice to the Attorney General or State Agency; 
• Notification within a certain time frame; 

• Authorization of a private cause of action; 
• Encryption safe-harbors; 
• Triggers by breach of security in Electronic and/or Paper 

Records. 
 
 

 
 

TEXAS 

http://www.statutes.legis.state.tx.us/Docs/BC/htm/BC.521.htm   
    

http://www.statutes.legis.state.tx.us/Docs/BC/htm/BC.521.htm
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Issue Spotting 
• Legal compliance with data protection/ data breach laws 
• Protecting intellectual property 
• Cybercrime and tort law issues  
• Risk analysis and incident response procedures 
• Ensuring adequate security, indemnity and insurance in 

technology-related contracts 
• Security policy, implementation and auditing issues 
• Complying with information governance requirements 

within the Organization 



35 Knowing when you need a Privacy Lawyer 
• Breach response 
• Information security plan 
• Document retention schedules and policies 
• Permissible use policies 
• “Bring your own device” policies 
• Cloud-computing policies  
• Social media guidelines 
• Privacy Policies, Privacy Notices & Terms of Use 
• Cyber-Insurance  
• Technology contracts & IT Outsourcing Agreements 



36 4.  
Strategies for Avoiding Liability and Protecting Data 

https://cybermap.kaspersky.com/ 
 

https://cybermap.kaspersky.com/
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• Identify and protect your critical data (i.e. customer data 
and financial information) 

• Work with privacy counsel to ensure compliance with 
required privacy laws and regulations, both internal and 
external to the organization.  

• Develop, adopt, implement, and periodically update clear 
and effective:  

• privacy policies, procedures, training, 
communications and awareness materials; 

• privacy remediation and corrective action initiatives,  
• protocols and controls to ensure proper and timely 

privacy compliance; 
• Conduct due diligence and highly negotiate vendor and 

third-party technology-related contracts.  

Avoiding Liability 



38 12 Questions Your Cloud Contract Should Answer 

1. Who owns the data? 
2. Does the vendor do anything with the data for its own purposes? 
3. Does the vendor have strict policies on who can access data, 

including staff or other cloud tenants?  
4. What does the vendor do with access logs and other statistics? 
5. Where is the data stored? 
6. Does the vendor separate your data from other client’s data? 
7. Who owns and has access to backups? 
8. What regulations can the vendor verify that they adhere to? 
9. If the data needs to be transferred back to you, what form will it be 

delivered in and at what cost? 
10. What happens when you need to transfer the data? 
11. Does the vendor carry adequate insurance for its storage activities? 
12. Does the vendor provide indemnity for its negligence and that of its 

sub-contractors? 
 
 

 
 



39 IT Vendor Management 
Vendor selection and due diligence 

• Reputation 
• Financial condition & insurance 
• Information security controls 
• Point of transfer 
• Disposal of information 
• Employee training 
• Vendor incident response 

Vendor Contract Negotiation 
• Ownership of Data 
• Confidentiality 
• Indemnity 
• No further use of shared information 
• Use of subcontractors 
• Notification and disclosure of breach 
• Information security provisions 

 
 



40 Protecting Data – 
3 Basic Rules for Online Safety 

1. “If you didn’t go 
looking for it, don’t 
install it!” 

2. “If you installed it, 
update it.”  

3. “If you no longer 
need it, remove it.”  

http://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-online-safety/  
 

http://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-online-safety/


41 

3 Easy Ways to Protect your Data 
1. Don’t email personal information, 
and if you violate this rule, at least 
use encryption (i.e. Rpost - 
http://www.rpost.com/) 

 
2. Avoid using public Wi-Fi (use your 
own hotspot!) 
 
3. Protect all of your accounts, 
devices and apps with strong 
passwords – least 10 to 15 upper- 
and lowercase letters, numbers and 
special characters to create strong 
passwords.  
 
 
 

 
 
 

 
 

http://www.jpmorgansecurities.com/pages/am/securities/cybersecurity-awareness 
  
 

http://www.rpost.com/
http://www.jpmorgansecurities.com/pages/am/securities/cybersecurity-awareness


42 Protect your Data – 
Super-Secret Tips 
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44 Protect your Privacy  - 
iPhone Edition 

• Stop your iPhone from Tracking You: 

• Prevent Siri &Passbook Access from your lock screen: 

Settings -> Privacy ->Location Services ->System Services -
>[Switch off Frequent Locations] 
 

Settings -> Touch ID & Passcode -> [Enter your 
passcode] -> [Switch off all under Allow Access When 
Locked] 
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• Disable Apps from Accessing Your Mic: 

• Disable Passwords & Credit Card AutoFill: 

• Disable Ad-Tracking: 

Protect your Privacy - 
iPhone Edition 

continued! 

Settings -> Privacy -> Microphone –>[choose wisely 
(not Shazam)] 

Settings -> Safari -> Passwords & Autofill –>[disable 
Names and Passwords, and Credit Cards] 

Settings -> Safari -> [select Do Not Track] 



46 Protect your Privacy - 
Android Edition 

• Fine Tune or Stop your Android from Tracking You:  
• Settings ->Location->[Consider switching off] 
• Google Settings ->Location ->[Switch off or Delete Location 

History 
• Disable Cloud-Based Backup: Settings-> Backup & Reset-> [Switch off 

Back up my data] 
• Prevent unauthorized apps from installing: Settings ->Security -

>[Switch off Unknown sources] 
• Opt out of interest-based ads: Google Settings ->Ads->[Opt out of 

interest-based adds] 
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Kate Morris, Esq., CIPP/US 
Associate 
PRIVACY, INTERNET & TECHNOLOGY LAW 

901 Main Street, Suite 4400 
Dallas, TX 75202 
kate.morris@strasburger.com  
Tel: 214.651.2043 
 

https://www.linkedin.com/in/kathrynemmorris/ 

http://www.strasburger.com/blogs/intellectual-
property-law/ 

mailto:kate.morris@strasburger.com
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