Policy on Safeguarding Personally Identifiable Information (PII)
The purpose of this policy is to summarize the _____________________ Authority’s (PHA's) responsibilities regarding the protection of and prevention of potential breaches of Personally Identifiable Information (PII) that the PHA maintains on employees, vendors and clients.  These policies are consistent with HUD’s PIH Notice 2015-06 regarding Privacy Protection for Third Parties as well as standard employment practices.
PHA must ensure the privacy of employees, clients and vendors by safeguarding Personally Identifiable Information (PII) which includes information that can be used to distinguish or trace an individual’s identity and also information that if lost, compromised or disclosed could substantially harm an individual.  This includes but is not limited to –

Social Security Numbers

Biometric Records (height, weight, ethnicity, eye color, etc.)

Date & Place of Birth

Mother’s Maiden Name

Driver’s License Numbers

Medical Records

Financial Account Numbers

Credit or Debit Card Numbers

Employer Identification Numbers

Personally Identifiable Information (PII) is defined as information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, biometric records, etc., and which alone or in combination with other personal or identifying information is linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.
Sensitive Personally Identifiable Information when lost, compromised or disclosed without authorization could substantially harm an individual.  Examples of sensitive PII include social security or driver’s license numbers, medical records, and financial account numbers such as credit or debit card numbers.
The PHA has a responsibility to safeguard personally identifiable information (PII) and prevent potential breaches of this sensitive data.  PHA is committed to protecting the privacy of individuals’ information stored electronically or in paper form, in accordance with federal privacy laws, guidance, and best practices.  HUD expects Public Housing Authorities who collect, use, maintain, or disseminate HUD information to protect the privacy of that information in accordance with applicable law.
All Personally Identifiable Information (PII)
· Do not collect or maintain Personally Identifiable Information (PII) without proper authorization.  Collect only the information that is needed for the purposes for which it is collected.
· When referencing Social Security Numbers you may choose to use just the last four numbers.
· Only share or discuss PII with personnel who have a need to know for purposes of their work.  Avoid discussing PII in front of unauthorized personnel, contractors or guests who may overhear your conversation.
· Hold meetings in a secure place if PII will be discussed.  Treat notes and minutes from such meetings as confidential if they contain PII.
· Do not remove files with PII from the office without prior approval from the Vice-President of your Department.
Written Information
· All documents placed in wall or desktop mail trays must be in interoffice envelopes.  If you hand-deliver the documents, an inter-office envelope is not required but make sure the receiving employee secures the documents properly.
· Secure all hard copy files containing PII in lockable file cabinets.  Be sure and lock the cabinets if you are leaving the area for any substantial period of time (for a meeting, lunch or at the end of the day).

· When sending PII via regular or express mail, use a second envelope for the document. Make sure the inner envelope is sealed and marked CONFIDENTIAL with the statement TO BE OPENED BY [the name of the addressee] ONLY.
· While a client is in your office other client information must be stored and or locked out of sight.
· Any documents containing SSN’s that are not in a client’s file must be shredded.

· Any files that need to be shredded must be locked up until you are able to shred them.

· Lock file cabinets and offices when out to lunch.

· Store client files in locked cabinets or designated areas at the end of the business day.

Electronic Information (Computer, Phone, Fax & Scanned)
· Do not leave messages containing sensitive information on voice mail.

· Lock all media (i.e. USB flash drives, CDs, etc.) that contain PII in a secure file box or cabinet.  The label for this media should state that it contains PII.

· Do not place PII on shared drives such as the PASS drive unless it has been Password Protected.  The password should only be given to employees who need the information.

· After scanning a document on a shared scanner, immediately file the scan on your computer and delete it from the shared scanner drive.
· Secure digital copies of files containing PII with a password (encryption).  Click on the help button in the program you are in and use enter ‘password’.  The help function will give you instructions on how to add a password to your document.

· When emailing a document that has a password, send the password in a separate email or a better method is to call the recipient and personally tell them the password.

· When faxing documents with PII take extra precautions that only the intended receiver will have access.  Some fax machines have an option for confidential transmission but usually it is only available if the receiving fax machine is from the same manufacturer.

· Don’t leave client information screens visible when you leave your office.

· Log Out of your computer while at lunch or on break.

· Log Out and Shut Down your computer at the end of the business day.

It is the responsibility of all employees to make sure they are taking appropriate steps to ensure the privacy of sensitive information.  Any concerns or suggestions you have about privacy issues should be shared with the Vice President of your Department.
Take care of our client information as if it is your own personal information.
EMPLOYEE ACKNOWLEDGEMENT
My signature below acknowledges that I have received a copy of the __________________ Housing Authority’s policy and procedures regarding Personally Identifiable Information (PII) and agree to abide by the standards stated herein. 

_______________________________________   ___________________
                        Employee Signature                                         Date
_______________________________________  ____________________
                        Printed Name                                                    Date

                                                 

_______________________________________   ___________________
                        Witness Signature                                             Date
