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WIRELESS COMMUNICATIONS DEVICES

A. Use of Electronic Communications Devices 

Electronic Communications Devices (“ECDs”) include, but are not limited to cellular phones, smart phones, PDAs, radios, and any other wireless device used for communication. Housing Authority owned or issued ECDs are intended to be used for Housing Authority business. The Housing Authority understands, however, that extenuating circumstances may arise in which employees may need to use their Housing Authority owned or issued ECD for personal reasons. Personal use should be kept at a minimum and shall not be abused. Excess personal use of Housing Authority ECDs may result in disciplinary action up to and including termination. Excess use of personally owned ECDs that interferes with the successful completion of job duties may also result in disciplinary action, up to and including termination. 

Employees who require the use of an ECD in the performance of their Housing Authority duties should try whenever possible to allow placement of business-related calls or communications either prior to or after operating any motor vehicle. In addition, employees who operate Housing Authority-owned vehicles should try whenever possible to allow placement of either business-related or personal calls prior to or after operating a Housing Authority-owned vehicle. 

ECD use shall be avoided while operating a Housing Authority or personal vehicle to conduct Housing Authority business. Employees are prohibited from using ECDs to send or read text messages or emails while driving. Employees must adhere to all federal, state, and local laws and guidelines regarding ECD use at all times. 

B. Etiquette 

Housing Authority employees should use reasonable consideration and respect for Housing Authority clients, vendors, Commissioners and employees when placing or accepting phone calls, text messages, or any other electronic communications. These actions should be avoided while in meetings or when dealing with clients, except in situations where there is an emergency. ECDs should be placed on a silent or vibrate mode to avoid unnecessary interruptions. 

Employees who violate this Electronic Communications policy are subject to discipline up to and including termination. 

C. Authority Review of ECD Usage 

The Housing Authority reserves the right, for legitimate business reasons, to audit and review calls, text messages, and any other communications made using a Housing Authority owned or issued ECD. Housing Authority employees shall have no expectation of privacy with regards to calls, text messages, or other communications made using a Housing Authority owned or issued ECDs. 
COMPUTER, INTERNET AND EMAIL USAGE 

Most Housing Authority employees will require access to computers, email addresses, and/or the Internet to perform their Housing Authority job duties. The security, integrity, and proper usage of Housing Authority computers, email addresses, and internet access are a necessity for the effective conduct of Housing Authority business. The intent of this policy is to safeguard the security and integrity of the Housing Authority’s information system, assure reasonable access to computer based information, and prevent inappropriate use of Housing Authority computers, email addresses, or internet access. 

A. Applicability 

This Policy covers all Housing Authority owned or issued Computers, email addresses, and Housing Authority provided Internet access, regardless of the time or location of use. **Please note: this includes, but is not limited to, email or internet access obtained through Housing Authority issued electronic communications devices such as cellular phones, smart phones, tablets and PDAs. 

This policy applies to all employees of the Housing Authority. Additionally, this policy applies to all outside contractors and consultants who have been given authorized access to any of the Housing Authority’s computer based information systems. 

B. Prohibited Uses 

Housing Authority employees may not engage in misuse of Housing Authority computers, Housing Authority email addresses, or Housing Authority provided internet access. Examples of such misuse include, but are not limited to: 

(1) Downloading software without approval from a supervisor; software that is approved for downloading must be registered to the Housing Authority. 

(2) Copying software, unless such copying is for legitimate, back-up purposes and has been approved by a supervisor or the Information Technology Department (“IT Department”). 

 (3) Knowingly introducing a computer virus, worm, “Trojan horse,” or any other contaminating or destructive features into the Housing Authority’s computers; 

 (4) Transmitting copyrighted materials without permission; 

 (5) Downloading files from the Internet except for an express business purpose; 

 (6) Transmitting, forwarding, or downloading material that is offensive, abusive, pornographic, obscene, profane, discriminatory, harassing, fraudulent, or otherwise prohibited by federal, state, or local law; 

 (7) Using e-mail or the Internet for any purpose that is illegal, against company policy, or contrary to the Housing Authority’s best interest; 

(8) Transmitting or disseminating confidential Housing Authority or resident information or other proprietary materials without an express business purpose or authorization; 

(9) Sending or forwarding any chain e-mail, broadcast e-mail, or spam; 

(10) Gambling 

(11) Using a Housing Authority e-mail address or Internet access for personal gain including outside employment, self-employment, and family-owned businesses; 

(12) Using social media, visiting chat rooms, using listservs, or using instant messaging, or news groups when action is not business-related 

(13) Posting Housing Authority e-mail addresses on the Internet when not business-related;
 
(14) Receiving or forwarding unsolicited e-mails that violate company policy; 

(15) Downloading radio, video, or music transmissions from Internet sites without Housing Authority approval; 

(16) Attempting to defeat any security mechanisms to gain unauthorized access to computer files or other information on the Housing Authority’s telephone systems, electronic communication systems, or information systems; 

(17) Attempting to read, intercept, copy, or delete e-mails sent or received by other users; 

(18) Posting or transmitting any message anonymously or under a false name or permitting any other individual to do so; 

(19) Impersonating another person; 

(20) Collecting information about others, including e-mail addresses, without their consent. 

(21) Browsing through information or files on Housing Authority computers or networks not directly related to the employee’s job. 

Misuse of Housing Authority computers, email addresses, or internet access may result in disciplinary action up to and including termination. In addition, such misuse may also be reported to appropriate federal, state, or local authorities. 

D. Ensuring Compliance 

The Housing Authority has the right, but not the duty, to monitor any and all aspects of its computer system, including employee e-mail, and internet usage to ensure compliance with this policy. Therefore, employees should be aware of the following: 



(1) Employees should not have an expectation of privacy in anything they create, send, or receive using a Housing Authority computer, email address, or any other form of electronic communication. 
(2) All information generated on the computer is the property of the Housing Authority and is subject to subpoena for legal purposes. 

(3) Unless otherwise provided by law, any document, file, or other record a Housing Authority employee creates, sends, or receives using a Housing Authority computer, email address, or other electronic communications device will be subject to disclosure under the Texas Public Information Act. 

(4) Department Heads have the responsibility to assure that vigilant computer security procedures are followed for their area. Records should be kept regarding employee 
authorization to use computers. These records should be kept up to date, with changes to the records made promptly as employees are hired or leave the Housing Authority. 



































SOCIAL MEDIA 

The Housing Authority recognizes the increasing use of social media as a communication tool. This Social Media Policy addresses Housing Authority employees’ use of social media. For the purpose of this Policy, the Housing Authority considers the term “social media” to include, but not be limited to: 
	 personal websites; 
	 web logs (“blogs”) or microblogs (e.g., “Twitter”); 
	 “wikis”; 
	 social networking websites (e.g., “Facebook”, “MySpace”, “LinkedIn”); 
	 online media sharing websites (e.g. “YouTube,” “Flickr”); 
	 online forums, message boards, or bulletin boards. 

The Housing Authority acknowledges that some of its employees may choose to use social media on their own time for personal purposes. Housing Authority rules and policies apply to the conduct and communications of Housing Authority employees while using social media just as those rules and policies apply to conduct and communications in any other setting. In addition, Housing Authority employees are prohibited from using social media in any manner that: 

(1) Violates any federal, state, or local laws or regulations; 

(2) Violates any Housing Authority policy, rule, standard, or requirement, including but not limited to the: 
	a. Harassment, Discrimination, and Retaliation Policy; 
	b. Confidentiality Policy; 
	c. Conflicts of Interest Policy; 
	d. Political Activity Policy; and 
	e. Outside Employment Policy. 

(3) Disrupts or hinders the Housing Authority’s operations; 

(4) Infringes on any third party rights, including but not limited to intellectual property rights such as copyrights or trademarks; 

(5) Is defamatory, libelous, or might be construed as harassment or disparagement on the basis of race, color, religion, sex, national origin, age, disability or any other legally protected status; 

(6) Discloses confidential information related to Housing Authority business, residents, employees, or other matters.

Employees are reminded that information (e.g., comments, blog entries, photographs, videos) posted or communicated using social media may often be accessible by virtually anyone with internet access. This may include other Housing Authority employees, such as supervisors and subordinates, as well as Housing Authority residents. Also, once information is posted or uploaded onto a social media website or network, it can be nearly impossible to completely remove or eliminate. Housing Authority employees are therefore encouraged to use good judgment if they use social media. 

Employees are also reminded that, pursuant to the Electronic and Social Media Communications Policy, they have no expectation of privacy with respect to the use of any Housing Authority owned or issued computer or electronic communications device. 

Use of social media by a Housing Authority employee in violation of this Policy may result in disciplinary action up to and including termination.
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